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JTTN 12232 DIYYIG DINRD MY TYRI

STV VYNNI LINTIN 99.5% NINAY YV MTIYW NNIA HYaN YN Nwn  7.1.3.3

17N R CSA Star ,ISO 27001 nnTy YT'NN NNVIAR PN TINYN PYN TPNVN 7.1.3.4
ANR AMT YT NNVAR

N 11 ROV 19IR2 MIVHYNNN NOPN DINA YT'NRN H93 NP Mnd 129NN’ IYN 'Pa0  7.1.3.5
NRY

2 TIVNN DR YT W .pADN DIVAm 9111 ,NYINR — MNANN AIRYYA YN IV 7.1.3.6
212230 YT NIMY YA

NNVIR RV 1IWVPNN MV NPNIN AR - 277 MYMITI TINYY YTND PoNR Yy qona 7.1.4
(6.12.5.1 "ON) M22% 1YY 72PN RYNI YTININ

077100 MAXN DNINYRI VINYY TN 3P NNWD WIHIT YT PAXNY PRmd qwary paon 7.1.5
IR 1981-R”DWNN ,NVVIAN NN PIN 29 HY WA ITNINA YN N WA YN LM
RN YW PNVIAN PRI OIT-HY 72 ITINY

nwpn 7.2
:MIRIN MAYNN NV PAIAN MIIYNRY NYPA AN’ Pavn 7.2.1
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AVARNN RY LITOIRN NV
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JPTIVYA IPRVNA 1229 VITVIRN NNVPN 172 (routing) 2IN7 TVARY PADN 7.2.3
17T0 P M2mo 01PN 0D1an pyv N0 MIVaR pav’ paon  7.2.4

:NYRN TNR MINGY 19N NVPN TN 2213-5Y IPIN R¥N) TVR YTN PIYRY WITI paon 7.2.5
(191 SSL/IPSEC/VPN/SSH)

YTN NNYVIAR 7.3
:DPA0N YVNAY YT NNVIAR DI HYan Ppnd paon 7.3.1
FireWall 7.3.1.1
DI OVIR - 7.3.1.2
PS ny7rn Ny anh noayn 7.3.1.3

.DLP y7n nySt nynnb axin 7.3.1.4

NanIn IRT) YITPR 93 HY NN DPADN HVNAY MITN HY 13NV NI0N2 DPIN TP padn 7.3.2
(90% nprnnn 'mwva

' NYWN DDOS 10N Mapnn 2an 11NY DYINR -5y MIIYND NR NVIRY WVIT» pavn 7.3.3
JDOUPHANY

MYYa NP7IN NP 07 LY MNTPNN M PAONN DTPNN NNVIAR NIND PAD’ pavn  7.3.4
M9197 DMWY MHYIV INR 2PYM TN MIDY ,NPIN/NMIAN NIARN INNTD §09T2 NNTY
AT INT9VY91 MYYIIN MADN NNVAR

VAN PARN 25V .8

JORTNN AP DIPADN KNG DIV VAN (PAR YRIY PODN YY 8.1
191% VAN HI NR MNAY 51937 VNN ParRN JHoN 8.2

01779 MY /3 TR 1IN VI WM 0 — MY, D7PADN YV 1197 HYI HY RHN VIS 8.2.1
(MRDMY NN ,0007pN , 010NN DNINN

.DIWYN PIOM MIND NIIPYNY DIVITIN DPYNIND NN 8.2.2
JIMT L0000 XY — MY, VNNVNN PYRIN NN 8.2.3

DWVNNYND YV DITRANY DRNNA ,DNWN DOTIND MIRYIN PN NI 8.2.4
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YTRN PONR PIYY DIONN MYITL ATHRY — YR NONR NVY  8.2.5

HY0M91 DINIMIN HIN PONRY DIND NN PINY PADN YY - YTHN NNVIR PN 8.2.6
YR 021270 DY MTTINNNY N1 , 07PN

,N27910 MYWIRNM ,07P90N Y0192 DIYNIND DININ N TWARNDND PINN - N2 P 8.2.7
RY DNAY DMIPNI ,D°PADN YV DIYMINA DIIMIN HHIY NV PRTNY IWVARY 19IRA
IWPNNN DYO DY IR NN 1IN

nnY%¥NY DRI NPT PVM0N ,MPPTIN N0 — T MY AYap MpPTa MmN 8.2.8
MPITAR PRIN N NV MR ,MPPTIN NIIPY MR DTN ,MPrTaNn

YNV DT N 8.2.9
TIYNN NYIdN VI 8.2.10
JLIRY VYA DIV NAOPND VAN DIANT MY 8.2.11

ment Yy NNRY MR PNITY POIN — H912) o2pavn Y018 YV APINNN TMIYWY NN 8.2.12
D’pavn YVN

7w HONINY 09Ny 8.2.13
IMWIRY VNONA TPARD MIN TYAN 8.3

91711 992 NTIAYN 1HIN YV IVRT TPAR NI INRY PADY Y PRINN - MYVRI JPOR 8.3.1
.NTI2Y 222570 1IN DD NRN DIV MVRIN (PARD .DPADN HVNN2

D972 DVANYN DY NIPYRI NITO DIPY PADN YWITY W NONA — DYPN axND TINYY 8.3.2
207195 MMVYRIN TPARN NARND TN PNVRIN JPARD 2PV D2IIRN NIANY ,NTNN NIIYPNI
DXINN PN

D% NUMAY NHINY DRNNL , 09NN JPARN JHON NdN 8.3.3

9129 .00 MIPNY DRNN2 MIPYIN PPN ,079170 PARD 7I01N YV PRt NV NYIN  8.3.4
JVTT? 9270 DR ,DINYA 790N YR DT PHINY 19N D

993 PPN ANRYY PARD POIN DIN DY - PRI NYWIRY 19D VAN AR JAON NWIN 8.3.5

MR NN INRY NWIRY JPARN 1NN HY 19D NON PR PADN W L PRINN MIYD

9 9°YD1A VNI ,D’PADN YN DIVMY DIDII WNVWN "IYIRN JPAR"D ]ORN ITH PRI
AVIRND TPARY WX NYAR RYY DIVN YINNA2 H NNNY NWIY RY DN 1 N2y .Y

VANN TPARN NIINY MADI MRNN 8.4

MYWIRY AN NIIPNN NNIN .PADN DPVN NP NNIN 9221 VNANN PARD PYNIN NR - 8.4.1
DAY 3 MNAY YV 11D HPA 7P MIIPYNN NNIN .MIVPNNN NAPN NYNN INRY PRIIN
YRIND DPADN KON HY DIV (1PARY DIMPYA
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AMNTPNN DR DIVVD 11T HI2 1XNY WIT? PADN DYVN MNYAN HYMIn JParn PYHn

IN0NN NN 19X NR DIRNND WIT? PADN ,09NN PIRN NWIN VAN NR YA’ PRthn - 8.4.3
JOR MIRYING

WMTH DRNNLIPARND NAOPN 9NN PR VNONN JPARD HY MOV VaYnY paon by  8.4.4
.DRNNA AR DR PN WIT? A0 MOVYOVN YY PYNY HI9 PRmn

993 PR 9910 DANTH MY .NTIAY 17 20 TIN VNN AR NION 1YY NR DOVNY PaoN YY  8.4.5
N2V PPN MVIR NYAP MY ,NT QYD VNANY DRNN JPARN NNHVWN TIIXY WITIN
TPARY PRIMN MWR NR PADN Y'P 12 TYIND VT VNANN JPARN NION 1YY DYD D

D9 8.3.5 9PPDA VIANI ,IVIRN (1AR")

nYap YN NTIAY MY 3 TY PN PADY MWD PRTHN Y’ VAN PARN 1YY HINa 8.4.6
Y ;MR NTIAY 1 3 INRY NYOY MWD PR DR NPMIRPN MNnYwn/manand nmsa
DNAY D10 7901Y DRNNA,TIT 128 NMIRD DINT MMY NIIRAY NWPa WNINY IRIT PADN
IRIT PN R PADN 2 WATY INVINN HY PADY YT NVPIA PT PRTAN .NWVNN NAIYND
AT 9PYDA MNRN VYNY ,TITN 71AR NNHYVNY DINT MIMYA 219Y 132 MR IR/ G0N TYDH

DYPavN HYVNG DIV .9

HHY 9.1
AWIRND 1PARY DRNNA YXIAN D'PADN YN NRpR 9.1.1

(N¥INN NOPN RHY ,NYapN MPPT2 DIN TY) 'R 25V HY DIVN NOPN NR DHVWAY Paon %Y 9.1.2
AWIRND JPARY MWIR NYAP TYINN 1Y 1Y 30 TN

9199 DW»N PYHn 9.2
JIRVIND PINND DRNNL,LPHTNN MPRIY DPo0N HUMAY MRYIN NN 9.2.1
AWVIRNN JPARD MYWMTY DRNNL ,DPA0N Y092 MNRND VIR 9.2.2
Jmb wpwnnn mma - 9.2.3
PTAN N220 NRPR 9.2.4
A0apn MpTavIva 9.2.5
.DPA0N YUNA NN 9.2.6

DTN DAYNRON TMPY 1NN 9.2.7
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.’pavn YA YV TN NPON  9.2.8

:MP>71a N0 9.3
2YNIND 25VY INIAYN 8% DPADN YO NPITAY YHRVN TVR ,MIPPTA N2°20 DY PAON 9.3.1

N2°202 D’PADN YV NINPDNY MAT IO MY ,mINan H3% 95N Mpr7an Maao 9.3.2
.NT DIDN NIIDNA PADN 2NN Y NN

T 1Y 999 10M9Y MYWAITA NTMYN 1201 PN MPPTaN N0 9.3.3
DY 992 PRtan MYIY Arnt 1IN MpPTaN N0 9.3.4

909 10 902 MUVNAND APINNN MYITY DRNNA NOR M0 PINND VAT PAvn 9.3.5

:NY2p Mpr12 9.4

TP0N 10NAY MPITIN MDY DRNNL ,NYap MPPTa NR PADN P DIY»D 29w DINa 9.4.1
JVIRNDD 1ARN

:MIRIN MPPTAN DR 0N 12 ,n%apn Mpr1aa :H3Y paon by 9.4.2

991 PATAN DYON DIV M7 HY W MITNN MPrTa (PT) MmN mpr1a yiva 9.4.2.1
aNYT Y

YRR NNVIR MYWMITA NTNRY  9.4.2.2
Dpwnnn Y93 nHyan 9.4.2.3

APINM N9YanY DIVPN NMIOM  9.4.2.4
PTaN N2220 MM 9.4.2.5

MpP>T1 NI0N2 NN NPAY WITY PADA PPN 20N MNIMA W 1Yapn Mp»1a 9.4.3
A9nmM 995 oMPon NR 1pNY 1911950 nYapn

09T 92T DR IVIRND 1PARA 19921 RYYW ,MADN 1Y MPPT WITTY IRV R PRthn 9.4.4

NTI2Y 1 14 HW NIIR PADY IN1N HYNIDY NYIPN MPYTIA TINY? RY DPaDN YVNO DR 9.4.5
mMInNn nYapn Mp 7aa ATNY R .MINN 1Y2p NPPTa NI NLIMY DMpYn PPnY
DODIN NN PRINA NR NITA 1Y NN

JUIMIRIM NP0NN MPrT2 MW NN Y3 NR PRINY PAvN 1Y’ NYAPH MPPTI DINA - 9.4.6

1977 AYNOVN PHNN YN 9.5
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:DYRAN DMV DR NMNAY PRIMY PADN PADY T NIoNa  9.5.2

DYD1IPN 2.071P Y22 PPN DYLN DIPNI 5713Y ,TNR YD DY 2 HW DOMP 2 MNaY  9.5.2.1
NTIVN DNPN MYITL GNNVAY PIVIN DR Y HY INPDA VNN TR DN P
JIXN DYVN NNV

NTAY MM 10 YV 4PN PRIMN MTIVNI PRIN PRY TIYRVING NYRLN YNN 9.5.2.2
RN T HY YyRIan nYnvnn M’ NRYPN .0RYN

JPRTN YT HY NINR PAPI KDY 933 ,1NRINN YTIVNL YR MYNVIN MIITIN 9.5.3

127970 MY DTN PADY WITI PAdN 9.5.4

DPAON YV NN 9.6

1990 — PRI T HY YAPYY MITOIMN 2 2 D’PADN YUM NXINY PHNN YRIY WITI pavn 9.6.1
JIORM /IORIIDA IRIGT 1910 1HHI IR

"N¥Inn NApPN” — 15nY%) DVTIN 3 YV N9PNY TV XN 9.6.2

mMWY1T 935 DRNN2,077900 YU 'MW Y9I NR PADY PADN WIT? XN NN THINa 9.6.3
191% 10 9°»D2 DVNANN APINNN *MPY HHI NR 191 ,00007

J9DRPY DINPYY DRNNZ ,MINRNM DMPY PPN YRIY PADN WIT? IXINN NOWHN DN 9.6.4
¥INN NapNa

40N MHYYNY IR DPADN HVMA NNPNY DANTD MY NIIRNY IRIT Y7’ RY PADN 23 N2V 9.6.5
DMPYYN PPN 1321 RPN NAPN N1AY

Yy’ 9.7
.DPpPa0N HUMA HV RHN TIYINY NV PRINN PTY PaYNY WITI pavn 9.7.1

11509 VAN IR MNAY N Tmn 9.7.2

.(Manual) nYan% nymn 9.7.2.1
(1197Y YY) TVIRNN JPARD TR0 9.7.2.2
JMRNIN WY NYaApn MprTa YY0 V1L 9.7.2.3

JORITNN T HY TWIRNY ,NNIRNN NYOLN PTHI VI TIY'NN 9.7.3
TN NIDNY PRMN NWR NR YaPY ORINR pavn 9.7.4
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YV NYIR 9.8

VP PADN W ,29Y VMANI ,DIVN NAPNI PYXRIY PADN YYYW Man HH3 NnHwn DY 9.8.1
.NYVN NVIR NYapPH

.DIDNN MWAIT Y991 PADN NTHY NR 71912 NRYWA H3% oY ,PTY PRl 9.8.2

02y DMPYN NPPINY NTIAY M 7 HY NIIR PADY 1NN P NYHYI INHYYWN NYWITI 7D RN DI 9.8.3
PA0N NR NI RYY MOIYNN NOPNY Y9190 DAantn MmYa HHIY DNPM OMPYYN NIPR 2D
SNV nooINa

29NN 2505 "NnHwn MWIR” PAvh PRt 7797 ,paon M YY MNP NN Y95 PPN DN DY 9.8.4
17NN YV PINRA DIYWNY RN 191 NYXIND NMI2IN VINYVA NYNNY NWIR NN AT NN
2NN

oPNNN "MPY .10

99510.1
909 DT QYDA VNANI ,D'PADN HVMNMAY DAVIV NPINN MY Pavy paon by 10.1.1

99711 935 121 INRDY DYP0aAN DNYTINY) NNYYWN MWIR NYap DY NN Apnnn NMpn 10.1.2
(1 935 — qon

1PN MY ,0°7900 HV9 NPINNY NP NYINR PADN Y HINN APINNN NAPN PAna 10.1.3
TN PRTNN SV VYN DV NI TVR MOPN NPPNY NPYINR VYNY ,0N2 ALY NPY DI
.PADN MYXNRA ROY PPRTNN T HY WYY DMV IR 1IN IR/ PADN MRIND

9270 DR D) ,MPWN MINT 932 IRYN NTNYH R2DY 19IRA IPHNNM MY NR PID? PADN 10.1.4
.NT 700N NIDNA WIENL DIV RY

NI9anY R ROV (19INL 1IN MRMND DRNNA WD APINNN MY 73 RTIV Paon 10.1.5
DIV NMIITIRIN NIANY IR PADN HV NYINRD

VAT TUR IR DYV DOVNN DNNI MYXNARA PO T HY WX APNNN MY 10.1.6
RN T HY aN2) 1019 NWIRY

.DDNY 51 NHDIA VIIANI ,YTNN NNVIR NPYNIND DRNNA IPAID? APINNMN 2IPAND IMPY 10.1.7

RO NITV10.2

JINN NPPTAY DRNNA,D7PA0N YUY MRDI NITY YRAY WITI pavn 10.2.1
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JPRTIN DY DRIN? NITVN TYIN 10.2.2

munwnn SAP 1 MDA PITYY DRNNA NN NIIYNY DPYNRN NITY NH MTYVN 10.2.3
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N9V N2’MIN10.3
(Help desk) 1rnmn 70219 0150 n2mn pooH v17» paon  10.3.1
IRV M27D) DPADN YUNA NYYANY MVPN RWI D2 PRTNN 2RI PION NNIOVN NPNNN 10.3.2

(11379 (M52 1297VY /3 TN N

.DPA0N HUMA NHYANY NAVIV NITM YID 10.3.2.1
JIRD NITY NYA YO 10.3.2.2
.MYpm NYYaa Yo 10.3.2.3

5710 18 Web InR myxnRra Pamn YW 21000 1900 YW 119 07 Y w2 1RnY mna - 10.3.3
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.D»0115 DO

— 1919) 8:00-17:00 MYV N-R D2 PINPN VIR M7 HY NM2P MWNR MIYN POON NNNN 10.3.5
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DR NITYN 17390 NYIP TYIN IR NIVRNN UMOVIR AYTIN 90N 71719 939 10.3.6.1
MaxN 919°00 TUN YY nan

N5V NYDY YY1 DTR INY) PADN DYVN HPIXPN DIV M7 HY MIYNY NaBN 1T 10.3.6.2
P10 7990 NP YAIN MPT 60 HY 1YY RY (M2 MYpna N19vH

,RIN DPOYN DY NYINN MIPYN 1N M0 MYIYAN MYWN 371N 121NN 9T DR 10.3.6.3
JUNN HY NYY? RY (R2N DPOYN DI AIAN D) J20XND MPNN TYNY 191N
2% 9Tmn Hopnn

%Y 1IN YV NMNINN MTIINY MIRMP NIAN T HY NINOYPOR YRIAN TNRD NIPNA 10.3.6.4
5nn RYY 933 ,AN%ap YN MYV 24 PIN 1IN MY 72390 NR aynY pavn
N1 %9°01

,717390 MINN YV 7Y H912) N215VN N1°NNY NAYY MRMPD HI NR YMY i paon Yy 10.3.7
NS NT PRIY POV WTIN YD DA .(JNIY MYNMN HI9Y0Y DINTH NIMY ;219707 DIVVD
JPRTIN T YY 3TN N7TH NYIdIN .N1aN Y018 NR H910N
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YRR PoNR - 10.4
.07PA0N HUMNA YTNN I NR JONRYY TIRY pavn Yy 10.4.1

DY 7.1.3 9PPDA ITNINY MYWITI NTMYN PNDRN PPN N22202 JOMRY NRMY PYTINN 10.4.2

Y1TNN NI 10.5
JNY 19IR1 DPADN KV YTINN I NR MY paon Yy 10.5.1
JDPIINRD 020 30-2 09 3% N2IYN2 DININ YW A¥NH NHNN NITNN IWaR? NN 10.5.2

127,970 JOMRN 7YY TWUR "NNR N172 DI DY D'PA0N YU YV DIV PN INR Y51 10.5.3
LOffSite »127% AT PADN ,MNRY G0N .0VH NNR YTNRN GNTI DPHRY N2 NIIYN

STIVND MIYNY MIIYNIA YT YV IRYN IRPIYST TWARY ¥ ,q0NA 10.5.4

NP N0 10.6

:0RIN D7192 3P MITIPYN DMV N0 YRIAY WIT? Paon  10.6.1

YT NNVIR IPIPR IR NIV NP HY TIPT1 IR NNR (T2 NNOR — DN 102 10.6.1.1
.DwnNInNnn

50719 1PMA N2 127202 2IWVNNN 2ARYAL DORY INR IPYN — DIYINI N0 10.6.1.2
.Dpavn

R NV DOV MNTIN MIVD2) MPNIY/MIIN NINYYa INR PPN 102 10.6.1.3
LT 9195 NI NP VN
TP TNV D22237/MIPNI WPIPR YV DIWIN 1IN MPNR NR 1PVINY paon HY  10.6.2
29NN MPan? NMay M *Hvad Prmn

5% SIEM-n n23yny mYw? R ,m1p» Syslog 1R SIEM noyn »1-5p 190R» Napnn w1 10.6.3
ANVAR MPIPR HY ARINM NV TNRY ,PRIAN NVYNNY DRNNZ ,NINR NN IR PRI
103 DWNINNN

JRNNN 19INA/NNR AT NIIPNRN MMV DR QMIORY INYON N IR PRINY TWARY PaD HY 10.6.4
UTC vnmaa yayy omdn

NIYNN MWD DRNN2 MNVHRN NAPNY NIIPN MW NNRY NYY 21oNNN paon 10.6.5
199YNY MAapnn NNV MYITN

9 WRIN DY 60 PRTNAN NR 1ITYY POY - MITN IR VAN NVIY NR PADN MW 1A NIPN1 - 10.6.6
Y% 931w man
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VTN NNVIAR PN 9 YY DYYIPN DVITIVD

DXNMN VBRAN YN MO IRA AT MIYWNIY TYUN P2 M NI’ NI ITHYY MR 10.6.8
51900 19IR DR YTV (NITNN PN NRYWY 8 YY) N7 TIVA DR SPH 19IRA 12TV’ Pavn
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(Chain Supply) NpaoR NIVIY N1110.7
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,07PADN HVAY DMIWVIPNRN DINNN MY PPAD DY NTIAYY MNVPHN NINXNN MYV
L2900 NHN TIVNA PIN NI MOM IPADRA NIVIY 911717 73900 NR Y1935 193

990N mYyan  10.7.2

YTININ NNVIAR YHYMY INRNNL ,MIPYN PAIDN JMIPYRNARI ,PIDN MIIYN NNVPN 10.7.2.1
ANIST nynan nnaTd) PIva o'vaipn 0NN NN

ANYVN M IR PRTHN NYPA 9% ,pavn MaIynn Log '¥ap naayn 10.7.2.2

DWTIN 18-Y NNR DMIPI1ANR 17N PTAN MNP PO NIMY 10.7.2.3

M9 INRY A0 AT RIS TIN NTTNN TPTINIY PO IMTY DIRYNN N0 10.7.2.4
RS DMPVY DMWVPN TMAND PADN YTIYY MINAN NPT YIN'A 10.7.2.5
VY NNR DMV DIMIN TR NIVA PAD YV NRYWY NIXD 10.7.2.6

DD INRY, PADN MIXNA DIDMIRNN PRMN YV DM NPPNnY 01700 NY’ap 10.7.2.7
TI9ND NWMIT Y IR MIIWVPNIN

(T21,7%” Mminro) NTI2YN M220 P2 PAON XN NTIAN YINOI 10.7.2.8

AYY MIWN YPAD YRR IR PADN YRR VNN TWUR 7270 WIPR HY TIVNY MIT 10.7.2.9

mYpna %19"10.8
909107190 MPYN MINTY DRNN2 MYPNN PPN YIN'A2 Y NNNY 2N paon 10.8.1
STV WINA 0.5% Y 1YY RY DIPADN YN YV NNAVAN MYV 91 10.8.2
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